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Section 1. Independent Service 
Auditor’s Report 
To the Management of IBS Software Private Limited 

Scope 
We have examined IBS Software Private Limited’s accompanying assertion titled “Assertion of IBS Software 
Private Limited’s (the “Service Organization “ or the “Company” or “IBS”)   (assertion) for the system related to 
Application and Infrastructure Support / Maintenance services for applications under IBS' Brands and related 
applications as specified in Annexure I and related General Information Technology Controls ("GITCS"), for 
services provided to its customers (‘User Entities’ or ‘User Organizations’ or ‘Clients’), from IBS’ Offshore 
Development Centers (“ODCs”) located at Thiruvananthapuram, Cochin, Bangalore and Chennai in India 
relevant to security, availability, processing integrity, confidentiality, and privacy (‘applicable trust service 
criteria’ or ‘applicable criteria’)” ), were effective throughout the period January 01, 2024 to September 30, 
2024, (the ”description of the boundaries of the system”), to provide reasonable assurance that IBS’ service 
commitments and system requirements were achieved based on the trust services criteria relevant to security, 
availability, processing integrity, confidentiality, and privacy (applicable trust services criteria) set forth in TSP 
section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and 
Privacy, in AICPA Trust Services Criteria. 

Service Organization’s Responsibilities 
IBS is responsible for its service commitments and system requirements and for designing, implementing, and 
operating effective controls within the system to provide reasonable assurance that IBS’ service commitments 
and system requirements were achieved. IBS has also provided the accompanying assertion titled “Assertion of 
IBS’ Management” (the “assertion”) about the effectiveness of controls within the system. When preparing its 
assertion, IBS is also responsible for selecting, and identifying in its assertion, the applicable trust services 
criteria and for having a reasonable basis for its assertion by performing an assessment of the effectiveness of 
the controls within the system. 

Service Auditor’s Responsibilities 
Our responsibility is to express an opinion, based on our examination, on whether management’s assertion that 
controls within the system were effective throughout the period January 01, 2024 to September 30, 2024, to 
provide reasonable assurance that the service organizations’ service commitments and system requirements 
were achieved based on the applicable trust services criteria. Our examination was conducted in accordance 
with attestation standards established by the American Institute of Certified Public Accountants (AICPA). Those 
standards require that we plan and perform our examination to obtain reasonable assurance about whether 
management’s assertion is fairly stated, in all material respects. We believe that the evidence we obtained is 
sufficient and appropriate to provide a reasonable basis for our opinion.  
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We are required to be independent and to meet our other ethical responsibilities in accordance with relevant 
ethical requirements relating to the engagement. 

Our examination included: 

• Obtaining an understanding of the system and the service organization’s service commitments and
system requirements.

• Assessing the risks that the controls were not effective in achieving IBS’ service commitments and
system requirements based on the applicable trust services criteria.

• Performing procedures to obtain evidence about whether controls within the system were effective to
achieve IBS’ service commitments and system requirements based on the applicable trust services
criteria.

Our examination also included performing such other procedures as we considered necessary in the 
circumstances. 

Inherent Limitations 
There are inherent limitations in the effectiveness of any system of internal control, including the possibility of 
human error and the circumvention of controls.  

Because of their nature, controls may not always operate effectively to provide reasonable assurance that 
Service Organization’s service commitments and system requirements were achieved based on the applicable 
trust services criteria. Also, the projection to the future of any conclusions about the effectiveness of controls 
is subject to the risk that the controls may become inadequate because of changes in conditions or that the 
degree of compliance with the policies or procedures may deteriorate. 

Opinion 
In our opinion, management’s assertion that the controls within IBS’ system related to Application and 
Infrastructure Support / Maintenance services for applications under IBS' Brands and related applications as 
specified in Annexure I and related General Information Technology Controls relevant to security, availability, 
confidentiality, process integrity and privacy for services provided to its customers from following IBS' Offshore 
Development Centers located at Thiruvananthapuram, Cochin, Bangalore and Chennai in India, were effective 
throughout the period January 01, 2024, to September 30, 2024, to provide reasonable assurance that IBS’ 
service commitments and system requirements were achieved based on the applicable trust services criteria is 
fairly stated, in all material respects. 

Deloitte Haskins & Sells LLP 
Chartered Accountants 
(ICAI Registration No: 117366W/W - 100018) 

Mr. Senthilvel Kaliyamurthy 
Partner 
Membership No. 204590 
April  07, 2025 
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Section 3. Management of IBS 
Description of the Boundaries of 
its system 
3.1. Overview 

Applicability & Purpose of Report 
This report is designed to provide information on controls within IBS Software Private Limited related 
to Application and Infrastructure Support / Maintenance services for IBS’ Brands and related 
applications as specified in Annexure I and related General Information Technology Controls 
(“GITCs”) for services provided to its customers (the 'User Organizations' or 'User Entities' or 
‘Clients’), from following IBS' Offshore Development Centers ("ODCs") located at 
Thiruvananthapuram, Cochin, Bangalore and Chennai in India throughout the period January 01, 
2024 to September 30, 2024 . 

Location Address 
Thiruvananthapuram  ODC 1 

5th Floor, NILA, 
Technopark Campus, 
Thiruvananthapuram – 695581 

ODC 2 
IBS Campus,  
Technopark SEZ Unit I & 2,  
Thiruvananthapuram – 695581 

ODC 3 
Chandragiri,  
Technopark Campus,  
Thiruvananthapuram – 695581 

Cochin ODC 1 
4th Floor, Unit 401 & 402 (B Wing), 
5th Floor, Unit 502 (B Wing), 
SCK 01, SmartCity Campus, 
Infopark P.O, Kakkanad, 
Cochin – 682042 

ODC 2 
IBS Campus 
Infopark Phase 1, 
Infopark P.O, Kakkanad, 
Cochin - 682042 

Bangalore Crescent 1, 11th floor, 
Prestige Shantiniketan, 
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Location Address 

Whitefield-Hoodi Road, 
Bangalore - 560048 

Chennai RMZ Millenia Business Park II, 
Campus – 4A, 8th Floor, 
No. 143, Dr. M.G.R. Road, 
Perungudi Village, Kandanchavadi, 
Chennai – 600096 

Overview of IBS 

IBS Corporate Profile – Overview of the Organization 
IBS is a SaaS solutions provider to the travel industry globally, managing mission-critical operations 
for customers in the aviation, tour & cruise, hospitality and energy & resource industries. IBS’ 
solutions for the aviation industry cover fleet and crew operations, aircraft maintenance, passenger 
services, loyalty programs, staff travel and air-cargo management. 

Overview of Services and Products offered by IBS 

The services offered include application development, application maintenance, application hosting 
services, bespoke application development and re-engineering, project management, independent 
validation and verification, business, technology and quality consulting and business intelligence and 
data warehousing. 

iCargo 

The iCargo solution suite is an integrated IT platform for the management of air cargo management 
from sales to inventory control to operations and cargo revenue accounting. The solution meets the 
needs of carrier or ground handling service provider handling airline operations for different airlines 
at multiple airports. iCargo enables Air Cargo Carriers to bring key air cargo business functions of 
sales and operations, ULD management, mail management and revenue accounting under a single-
instance, single-database solution with reporting capability, connectivity to partners/ customers and 
compliance with local/ international regulations and business standards. 

iFlyLoyalty:

iFlyLoyalty is a loyalty management product for airlines, supports the needs of the airline industry 
like FFP (Frequent Flyer Program), Coalition Programs, SME (Small & Medium Enterprises) and 
corporate programs and various other models. 

iFlyLoyalty enables management across multiple program ecosystems from the same software and 
allows personalized communication and campaigns to reach out to customers and achieve better 
ROI (Return on Investments). It empowers the business with omni-channel touchpoints to connect 
members and partners. It supports strategic decision making with data-based predictive and 
prescriptive analysis and is compliant with major airline coalitions.

iFlyRes: 

iFlyRes is a next generation airline passenger services platform from IBS, designed to provide airlines 
with business flexibility and operational efficiency. iFlyRes features a customer-centric design that 
can manage changing business models - from low cost to hybrid operations powered by a Rules 
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Engine that allows system configuration to meet the exact requirements, it ensures higher 
productivity, operational ease and reduces vendor dependence. 

The six critical components of iFlyRes - Reservation, Inventory, Fares, Ancillary Fees, Departure 
Control and Central Customer Management, cover the entire spectrum of airline processes working 
together to provide customer experience. 

iFlyRes is compliant with IATA NDC PSS (International Air Transportation Association – New 
Distribution Capability – Passenger Service System) in the industry, with an API portfolio that exposes 
fully NDC compliant booking and DCS (Departure Control Systems) functions providing connectivity 
to content providers, consumers, and trade partners. 

iLogistics: 

The iLogistics solution suite is an integrated multi-modal logistics and accommodation management 
system designed for the upstream value chain. In industries ranging from Oil & Gas to Mining, 
iLogistics ensures that the companies are always in total control of their supply chain irrespective of 
conventional or unconventional operations. 

iLogistics covers the end-to-end movement of associate and material via air (commercial, charter 
and helicopter), sea and land. In order to achieve cost efficiencies, iLogistics is used as a platform for 
collaboration and asset sharing between Oil & Gas operators and other shared service providers. 

iFlight: 

Covering the full spectrum from fleet planning to crew optimization and tracking, the iFlight platform 
is comprised of different modules that enable end-to-end airline operations and crew management. 
Through real-time dynamic situational awareness and process automation, iFlight generates 
efficiency, cost-savings, and productivity for airlines of all sizes and business models. 

iFlight's artificial intelligence and data-driven solutions drive smart collaboration through a real-time 
view on all operational indicators, from planning to post-flight. In addition, early warning indicators 
flag potential irregular operations and automate proactive and cost-aware disruption management. 

iHospitality: 

The iHospitality Distribution Platform enables hotel companies to manage demand by allowing 
customers to customize distribution reach and centralize operations, decreasing costs and 
increasing revenue. Serving as a distribution platform connecting a hotel’s Property Management 
System (PMS), Central Reservation System (CRS) and / or Revenue Management System, iHospitality 
provides robust interfaces to suit every distribution partner’s needs. 

From a central reservation or property management system immediate access can be gained to the 
Demand Partner Network that includes many travel distributors across the global marketplace. 

iTravel: 

 iTravel is a web-based, customer-centric cruise reservations system, enabling cruise lines and travel 
companies to stay ahead digitally. It integrates the entire product suite for the vacation travel 
market, including individual travel, packages and group travel. The platform enables collaborative 
evolution, development of satellite applications and ecosystem integration. Centralized 
administration of onboard systems drives efficiencies and reduces data redundancies. 
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iFlyStaff: 

iFlyStaff is a SaaS solution that offers staff travel experience for all types of carriers. Staff can 
themselves book flights and hotels in a single flow while administrators get full management control 
to create policy-based rules without the need for any technical support. Through integrations with 
other airline systems like reservation systems, HRMS, and payment gateways, the solution provides 
booking and management experience for airline staff. 

iFlightMRO: 

iFlight MRO information system is suited to the specific needs of airline Continuing Airworthiness 
Management Organization (CAMO) and third-party MRO business. The system provides business 
process functionality for planning the technical, operational, and commercial aspects, whilst 
observing regulatory compliance (Federal Aviation Administration (FAA), Joint Aviation Authorities 
(JAA), European Aviation Safety Agency (EASA), Civil Aviation of China (CAAC) required by airlines 
and MRO facilities 

Freight and Logistics Solution (FLS): 

The Freight and Logistics Solution focuses on solutions in cargo booking reservations, pricing, 
planning, and control. FLS is interfaced with external systems, such as GDS, accounting and financial 
packages, customer relationship management systems, and yield management systems. 

3.2. Boundaries of the System 

Sr No. Boundaries of System Brief Description 

1 Infrastructure The General IT Controls related to Application and 
Infrastructure Support / Maintenance services provided 
from IBS’ Offshore Development Centers located at 
Thiruvananthapuram, Cochin, Bangalore and Chennai in 
India. IBS develops the applications on-premises and cloud 
environment. Processes are defined to ensure effectiveness 
of servers’ configuration, baselining configurations & 
authorized changes, restricted and authorized access 
provisioning, access de-provisioning, password 
management & periodic review, risk assessment and 
review, system components segregation. Also, periodic 
backups and restoration checks are performed to ensure 
availability of systems. 

Network includes firewalls on-premises and cloud 
environments, supporting monitoring tools for network 
management). Monitoring tool is used to monitor the 
availability of network devices. Processes are defined to 
ensure effectiveness of network devices configuration & 
authorized changes, restricted and authorized access 
provisioning, access de-provisioning & periodic review. IBS 
laptops are encrypted to prevent loss of confidential 
information. The use of strong encryption technologies 
ensures that the transmission of data is through an 
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Sr No. Boundaries of System Brief Description 

encrypted channel over a secure connection for all users. 
Antivirus is installed on IBS laptops to protect the systems 
against threats. 

2 Software IBS has a standard software list for internal use which is 
approved by the Infrastructure Services team. All the IBS 
workstations are installed with the standard software; 
additional software other than the approved list is installed 
based on the approval from the authorized person. 

3 People IBS has dedicated teams which handle functions such as 
Physical Security, Logical Security and Onboarding & Off 
boarding of associates. 

4 Procedures IBS has defined policies in place which include but not 
limited to Information Security Policy, Corporate Ethics 
Policy, Change Management, Incident Management, 
Logical Access control, HR Policy, Network Security, 
Vendor Management, Facility Management, Incident 
Response Procedure., which outlines the requirements of 
its Information Technology and related processes. 

5 Data IBS ensures availability of files and logs critical for 
operations by taking periodic backups. 

IBS performs data validation for production applications to 
restrict any non-permissible system/ data inputs. 

3.3. Control Environment 

The control environment is the set of standards, processes, and structures that provide the basis for 
carrying out internal control across the organization. The control environment comprises of the 
integrity and ethical values of the organization, the organizational structure and assignment of 
authority and responsibility, the process for attracting, developing, and retaining competent 
individuals and the rigor around performance measures to drive accountability for performance. IBS 
control environment reflects the position taken by management, its Corporate Board of Directors, 
and others concerning the importance of controls and the emphasis given to controls in its policies, 
procedures, methods, and organizational structure. 

3.3.1. Purpose and Values 

Core Purpose: Redefining Businesses.  

Core Values: Commitment, Integrity, Passion, Precision & Respect for the Individual. 

Board of Directors The control consciousness of IBS is influenced significantly by the participation of 
its Board of Directors. The Board of Directors has the ultimate responsibility for overseeing the 
business policies of IBS and their implementation. 

(Space left blank intentionally) 
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3.3.2. Commitment to Competence 
IBS has a comprehensive competency framework that defines competency as the knowledge and 
skills required for accomplishing tasks that define associates’ roles and responsibilities. IBS’ 
commitment to competence includes associate selection processes that utilize a competency-based 
assessment sheet for evaluating candidates, associate training programs and periodic associate 
competency assessments through use of a competency management tool. 

Each associate position has a defined set of competencies that are envisioned. The associate 
selection process is completed based on the competency level required for the job and the 
competency level of the individual. Competency levels are defined for each job function. 

IBS Software Private Limited is assessed for the following certifications: 

• ISO 9001:2015
• ISO 27001:2022
• ISO 27701:2019

3.3.3. Management Philosophy and Operating Style 
IBS relationship model combines the technical and account management teams located at the client 
location (Onsite) and the offshore team at dedicated development centers located around the 
world. 

3.3.4. IBS Organization Structure 
The organization structure of IBS provides it with the means to plan, control and monitor entity-wide 
objectives. Significant aspects of establishing a relevant organizational structure include defining key 
areas of authority and responsibility and establishing appropriate lines of reporting. The organization 
structure is broadly classified as follows: 

• Strategic Business Units (SBU): Encompasses the Business Units created for providing the IT
solutions (products and services) to the user entities, categorized based on the industry or the
geographical location.

• Strategic Enabling Units (SEU): Encompasses the internal support functions such as Human
Resource, Marketing, Legal and Administration.

(Space left blank intentionally) 
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IBS Organization Chart 

The IBS Organization chart is provided below: 

3.3.5. Assignment of Authority and Responsibility 
Following are the roles and responsibilities of Individuals within IBS: 

Role  Responsibilities 
Executive Chairman • Ensure the company’s vision and long-term strategic goals

are clearly defined and pursued.
• Provide strategic guidance and support to the CEO and

executive team.
• Monitor the performance of the executive team, ensuring

they are meeting strategic objectives.
• Lead and manage board meetings, ensuring effective

communication and decision-making.
• Ensure the company follows best practices in corporate

governance and adheres to legal and regulatory
requirements.

• Promote a positive and ethical corporate culture that aligns
with the company’s values and mission.

• Support the CEO and senior executives to develop and
implement company strategies.

• Maintain relationships with major shareholders and
investors, providing them with updates on company
performance and strategy.
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Role  Responsibilities 

• Represent the company in external engagements,
including industry events, media interactions, and public
speaking.

CEO • Develop and implement strategic plans to achieve the
company's long-term goals and objectives.

• Ensure resources are allocated efficiently and effectively to
support the company’s strategic goals.

• Identify new business opportunities, partnerships, and
markets for expansion.

• Provide leadership to the executive team and employees.
• Make high-level decisions about policy and strategy.
• Foster a culture of innovation and creativity to stay

competitive and relevant.
• Ensure efficiency, quality, and compliance with regulations.
• Identify and mitigate potential risks to the company’s

business and operations.
• Provide the board of directors with regular updates.
• Ensure the company adheres to legal standards and

ethical business practices.

SBU Heads (CLS, AOS, APS, 
THS) 

• Develop products based on roadmap.
• Implement products and support customers based on

contracts.
Global Technology and 
Operations (GTO) 

• Define and drive the technology strategy aligned with
business goals.

• Foster a culture of innovation and continuous
improvement.

• Establish and enforce architecture standards and
guidelines.

• Develop and maintain a technology roadmap.
• Provide ongoing training and development opportunities

for technology staff.
Global HR (GHR) • Review work environment and HR policies and ensure its

implementation.
Cloud Services • Oversee IT service delivery, ensuring high availability and

performance of all technology services.
• Develop and implement processes to quickly resolve

incidents and prevent future problems.
• Ensure that IT infrastructure can handle current and future

demands.
• Manage relationships with technology vendors to ensure

quality and cost-effectiveness.
• Develop and maintain disaster recovery plans to ensure

business continuity.
Information Security & 
Compliance 

• Develop and enforce information security policies and
procedures.

• Identify and mitigate security risks to protect the
organization’s data and systems.

• Ensure compliance with relevant security standards and
regulations.
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Role  Responsibilities 

• Conduct regular security awareness training for all
employees.
Develop and implement an incident response plan to
address security breaches and threats.

Corporate IT & ITAM • Provide technical support to all internal users, ensuring
quick resolution of IT issues.

• Manage and maintain internal IT systems, including
servers, networks, and applications.

• Oversee the deployment, maintenance, and upgrade of
software applications.

• Track and manage IT assets, ensuring efficient use and
compliance with policies.

• Conduct training sessions to help employees effectively
use IT systems and tools.

3.3.6. Human Resources Policies and Practices 
Human Resources (HR) policies and procedures relate to associate hiring, orientation, training, 
evaluation, counselling, promotion, compensation, disciplinary activities, and termination. Some of 
the key HR practices are described below: 

Background checks: Newly joined associates are subjected to background checks, conducted by a 
third-party agency. The background checks encompass identity checks, criminal record checks, 
education checks and employment checks. 

New hire process: New hire document checklist is used for all newly joined associates to the 
organization to ensure that the associate documentation has been completed as a part of the hiring 
process. Newly joined associates are required to sign-off on the Confidentiality agreement as an 
undertaking to comply with the information security policies established by IBS. 

Probation and Confirmation: New hires other than management hires have a probation period, 
successful completion of which is subject to clearing communication skills requirements, 
documentation requirements, medical examination, and background verification. 

Training and Induction: New hires are required to attend induction programs at the time of joining 
and training programs are conducted to ensure that associates are adequately trained on the duties 
and tasks assigned to them. 

Associate Separation: An associate clearance form is used as part of the separation process to ensure 
that all logical and physical access is revoked on separation of the associate. 

3.4. Risk Assessment 

3.4.1. Introduction 
IBS follows a risk management process that focuses on identification and mitigation of risks that 
could potentially hinder the business operations of IBS and affect the ability of IBS to produce 
products and services of good quality. The risk management process requires the respective 
managers to identify significant risks in their areas of responsibility and to implement appropriate 
measures to address the risks. 
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3.4.2. Organization Risk Assessment 
The Quality System framework of IBS defines the procedures to be adopted for assessment of the 
risks for various units in IBS. 

As part of the risk management process, the risks are identified, assessed, reviewed, and treated 
with suitable mitigation actions. Risks are re-visited on a periodic basis by the responsible persons. 
Details of the risks are updated in associated templates and tools. 

The scope of risk includes areas like information security, business, customer, people, process, 
technology. 

Enterprise-wide risk assessment is conducted in the organization by corporate functions. Risks 
identified are prioritized based on its probability and impact and are actioned up to mitigate the 
same. Enterprise risks are reviewed on a periodic basis at senior leadership review meetings. Apart 
from this, unit level risks are managed independently by the respective functions. Besides formal 
risk assessment, everyone is responsible for continually applying this process when making business 
decisions and when conducting day-to-day management. 

The acceptable risk value has been defined as follows: 

TYPE OF RISK RANGE OF RISK VALUES ACCEPTABLE RISK VALUE 
Residual Risk (or) 
Inherent Risk 

High (H), Medium(M), Low (L) Low (L) 

(Space left blank intentionally) 
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3.5. Monitoring Activities 
3.5.1. Audit & Assessments 

The management of IBS is responsible for monitoring the quality of the performance of internal 
controls. Monitoring is carried out by the management by way of internal audits. 

3.6. Internal Audits 
3.6.1. Compliance & Audit (C&A) 

Compliance & Audit (C&A) function in IBS is responsible for compliance with internal controls and 
compliance certifications. Internal controls and certifications are aligned to the business needs and 
priorities of the organization. Over the years, IBS had undergone various assessment and 
certifications like Capability Maturity Model Integrated (CMMI), ISO 9001, ISO 27001, ISO 27701, 
GPTW, PCI DSS, SOC1 Type II, SOC2 Type II, CSA STAR Level 2 and CREST.   

3.7. Overview of Services Provided to User Organizations 

3.7.1. Overview of Services 
The description of controls includes controls relating to General IT Controls related to the 
Application and Infrastructure Support / Maintenance services for IBS’ Brands and related 
applications as specified in Annexure I and related General Information Technology  relevant to 
security, availability, confidentiality, processing integrity and privacy for services provided to its 
customers. These controls provide the control structure that contributes to the reliability of 
information processing and encompasses the following domains: 

• Information and Logical Security
• Manage Data
• Incident Management
• Change Management
• User Access Management
• Manage Facilities
• Manage Human Resources
• Manage Third Party Vendors
• Corporate Governance

IBS uses Equinix Inc., data center hosting services, AWS and Azure for cloud services and Iron 
Mountain Inc. for backup media transportation services.  

The following sections provide an overview of the mentioned domains and associated controls. 

3.8. Processes and Controls 

3.8.1. Information and Logical Security 
User access provisioning process to network devices 
User access to network devices is granted based on a formal request and subsequent approval. The 
access provisioning process is initiated by the requestor and reviewed by an authorized approver. 
Once approved, the access is provisioned by the responsible team. Access requests are subject to 
appropriate controls to ensure that only authorized individuals receive access to the network 
devices.  

(Space left blank intentionally) 
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User access revocation process from network devices 
Access to network devices is revoked based on an approved request following an employee’s 
separation or job change. The revocation process is initiated by the relevant stakeholders and is 
reviewed by an authorized person. Once approved, the access is revoked by the responsible team. 
The revocation process ensures timely removal of access to network devices to maintain security 
and compliance.  

Network device user access review process 
User access to network devices is reviewed periodically. If any discrepancies are found, corrective 
actions are taken by the authorized team. A logical access control matrix is maintained to track users 
with access. The review process involves sending the matrix for approval and sign-off, and necessary 
updates are made when corrective actions are identified. 

Firewall rules review process 
Firewall rule reviews are conducted periodically to ensure that expired rules are removed, 
unauthorized users are verified, and suspicious rule sets are detected. A justification document for 
firewall rules is maintained and version controlled. Any identified discrepancies are addressed, and 
changes follow the standard change management process.  

Firewall change management process 
Changes to the firewall are initiated and approved prior to implementation. A two-level approval 
process is followed based on the risk assessment of each change. Pre-approved changes follow a 
different process, while all changes are documented and tracked through their lifecycle. 

Firewall alerts monitoring process 
Firewall alerts are monitored through an intrusion prevention system. Alerts are tracked to closure 
by the team responsible, and corrective actions are taken based on guidance from the information 
security team. 

Vulnerability assessment process 
Vulnerability assessments are conducted periodically for network devices and internet-facing 
systems. Critical vulnerabilities are identified, tracked, and addressed by the team responsible. A 
cloud-native application protection platform is used to monitor vulnerabilities in cloud-hosted 
servers. 

Data Management and Access Restriction 
Vulnerabilities detected by the cloud-native application protection platform are communicated for 
corrective actions. Magnetic media is securely wiped following proper disposal procedures. Access 
to the internet is restricted through content filtering, and only authorized individuals can approve 
access to restricted websites. Data loss prevention mechanisms are implemented to protect against 
unauthorized data transfers. 

Internet connectivity redundancy process 
Redundant internet connectivity is available for critical applications, ensuring failover in case of 
connectivity issues. External-facing routers are configured for redundancy, and the system ensures 
continuity of service in the event of failure. 

Application server, Database server and web server load sharing process 
Secondary load-sharing servers are in place to balance the load and ensure high availability of 
production systems. If a primary server fails, secondary servers automatically take over to avoid 
disruption in service. 
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Availability and monitoring of network devices 
Secondary network devices are available to take over in case of failure. The availability of these 
devices is monitored, and any issues are addressed promptly. Incident tickets are created for 
unavailability, and corrective actions are tracked and resolved. 

Production server utilization monitoring 
Server utilization, including CPU and memory, is monitored to ensure optimal performance. Alerts 
are generated if utilization exceeds predefined thresholds, and corrective actions are taken based 
on incident tickets. 

Notification process of non-availability of the in-scope applications 
Non-availability of applications due to planned outages is communicated to user organizations by 
the relevant support team. Notifications are sent through a standard template, and users are 
informed once the system is back online. 

Antivirus update process 
Endpoint Detection and Response (EDR) software is installed on all managed laptops to detect 
malicious activity. The EDR software updates automatically without requiring manual intervention, 
ensuring real-time protection. 

Policy Definition and Document Classification 
Corporate information security and data privacy policies are reviewed and approved by senior 
management. Policies are made accessible to all associates, and regular awareness campaigns 
ensure compliance. Data is classified and labelled according to the company's data classification 
policy, ensuring proper handling and protection of sensitive information. 

3.8.2. Manage Data 

Backup and restoration policy 
The organization maintains a documented procedure for backup and restoration, which is reviewed 
and approved by senior management. This procedure includes guidelines for backup schedules, 
methods, and restoration processes for all critical applications. The document is version-controlled 
and accessible for reference. 

Backup process 
Backups of critical application and database servers are performed as per the defined schedule. Any 
discrepancies or failures in the backup process are promptly addressed by the team responsible. 
Backup procedures are followed for both on-premises and cloud-hosted systems. In case of failure, 
the team monitors the success of subsequent backups to ensure recovery. 

Backup Media Offsite Location, Encryption, and Access Restriction: 
Backup media is transported to an offsite location periodically, and encryption is applied to all 
backup media to ensure data protection. The backup media is securely stored, and access is 
restricted to authorized personnel. Backup media and cloud-based backups are encrypted to ensure 
confidentiality and integrity. 

Backup restoration process 
Restoration of backup data is carried out based on customer requests. The team performs 
restorations using historical backup media or predefined restore points for cloud-based instances. 
The restoration process is tracked and verified to ensure the integrity and accuracy of the restored 
data. 
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External Storage Management 
Access to external storage devices is restricted on company-managed laptops and is only allowed 
under specific conditions. Employees are prohibited from carrying external storage devices to the 
office unless explicitly authorized. 

Privacy Data Management 
The organization has a documented privacy data retention and disposal policy, ensuring that 
personal data is retained, stored, and disposed of appropriately. This policy is reviewed by senior 
management, and provisions are made for data retention and disposal in line with agreements with 
user entities. 

3.8.3. Incident Management 

The purpose of the Incident Management process is to restore normal service operation as quickly 
as possible and minimize the impact on business operations, ensuring optimal service quality and 
availability. 'Normal service operation' is defined as service operation within the agreed service-level 
agreement (SLA). 

Incident Management Process Overview: 
An Incident Management process document is in place, describing the incident management 
process associated with the critical applications. This document is reviewed and approved by 
relevant stakeholders and is version controlled. It outlines the tools used, incident lifecycle, services 
in scope, and roles and responsibilities. 

Incident Management Support: 
Support for incident resolution is provided by the respective internal teams. Service levels for 
incident resolution are defined in the agreement between the organization and the customer, 
specifying different service levels for different incident severity levels. The service levels are tracked 
and monitored to ensure that incidents are addressed within the agreed timelines. 

Incident Logging and Assignment: 
Incidents are reported by customers and logged. The severity, impact, and priority of incidents are 
assessed based on the incident details, after which the appropriate resolver group is assigned to 
handle the incident. 

Incident Resolution Process: 
The designated team performs analysis, resolution, and follow-up for the reported incidents. Once 
resolved, the incident is tracked and closed in the incident management system. If required, SLA 
performance reports are communicated to the customers on a defined schedule. 

SLA Monitoring and Reporting: 
SLA compliance is monitored regularly, and reports are generated to track operational status, 
including incident metrics. These reports are communicated to customers at the agreed frequency, 
providing visibility into incident resolution performance and operational updates. 

3.8.4. Change Management 

Change Management is a systematic approach to manage changes in requirements, design, and 
implementation. It ensures that changes are assessable, controlled, and communicated effectively 
through Change Requests (CR). 
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Change Management Process Overview: 
IBS has defined a Software Development Lifecycle (SDLC) process in alignment with security 
requirements for critical applications. The change management process documents are reviewed 
and approved by relevant stakeholders and are version-controlled. These documents describe the 
procedure for change requests (CR), including CR initiation, approval, impact analysis, 
implementation, testing, and migration to production. 

Change Request Management: 
Changes for the applications and associated databases are logged in the incident management 
system by authorized personnel. Each change request undergoes peer reviews, impact analysis, and 
solution documentation. Any discrepancies are addressed by the development team before 
proceeding to the next phase. Once the solution requirement is reviewed and approved by the 
relevant board, the source code development begins. 

Change Development & Testing: 
After the source code is developed, it undergoes reviews by peer developers or leads. The code is 
tested by independent developers to ensure quality. If any issues are identified during testing, 
corrective actions are implemented by the team. 

User Acceptance Testing (UAT): 
After internal testing is complete, the change is made available for User Acceptance Testing (UAT) 
by the user entity. Upon successful UAT approval, the change is queued for migration to production. 
The migration request is approved by the authorized person and the authorized team executes the 
deployment to the production environment. 

Access Control & Production Environment Migration: 
Only authorized personnel are granted access to migrate changes into production environments. 
The roles and responsibilities of team members with access to development and production are 
segregated. IBS maintains a Logical Access Control (LAC) Matrix, which is reviewed periodically to 
ensure compliance with access control policies. 

Emergency Change Management: 
In the event of emergency changes, a Change Approval Board (CAB) analyzes the issue and provides 
an immediate workaround. The workaround is deployed into production, and a formal review is 
conducted post-deployment as per standard change management procedures. 

Data Validation for Applications: 
Applications undergo strict data validation processes to ensure that only permissible data is 
processed. These validations are embedded into both back-end and front-end code to enforce data 
processing restrictions based on predefined requirements and agreements with user entities. 

Patch Management: 
The handling of infrastructure components, including patches and configuration changes, is done as 
per policy. Patches are applied to systems as per the procedures documented in the policy and are 
reviewed annually for compliance. 

3.8.5. User Access Management 
Logical Access Control (LAC) Policy: 
The Logical Access Control (LAC) Policy outlines the security, privacy, and confidentiality 
requirements for access to information systems, IT infrastructure, and IT services. The document is 
reviewed and approved by the authorized personnel. It defines processes for identifying and 
documenting security requirements for authorized users, preventing unauthorized access, adding 
new users, modifying existing access levels, and removing users who no longer need access. 
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Unique User IDs: 
IBS implements a Privileged Access Management (PAM) solution to manage access to production 
application servers, database servers, and databases. Access to production environments is 
restricted to unique user IDs, configured and managed through PAM. Direct access to servers and 
databases is disabled, ensuring that all access goes through the PAM system. 

User Access Provisioning Process (VPN): 
Access to production environments is granted through VPN access. IBS has defined an automated 
workflow in the access management tool for provisioning VPN access to production systems. The 
request for VPN access is initiated by the associate and requires approval from authorized personnel 
before access is provisioned. 

User Access Revocation Process (VPN): 
Access to the VPN is revoked promptly following an associate's separation or job change, as per the 
policy. The request for revocation is raised in the access management tool and requires approval 
from the authorized personnel. 

User Access Provisioning Process (Applications): 
Access to production applications is granted based on approved requests raised through ticketing 
systems or email approval. Access for applications is managed. 

User Access Revocation Process (Applications): 
Access to production applications is revoked as per policy, following separation or job change. 

User Access Provisioning Process (Servers and Databases): 
Access to production servers and databases is provisioned based on requests raised in the access 
management tool. The request requires approval from authorized personnel before access is 
granted. Once approved, access is provisioned through the automated workflow. 

User Access Revocation Process (Servers and Databases): 
Access to production servers and databases is revoked as per policy following an associate’s 
separation or job change. The request for access revocation is raised in the access management tool 
and requires approval from authorized personnel. 

Privileged User Access: 
Temporary privileged access to production servers is granted for a limited time, based on request 
and approval from authorized personnel. Access is provisioned through an automated workflow and 
is automatically revoked as per policy. 

User Access Review Process: 
User access to production databases and servers is reviewed as per policy. Any discrepancies 
identified during the review are corrected. Periodic reviews of the LAC matrix are signed off by the 
authorized person. 

Security Baselining: 
IBS has a defined Security Baseline and Hardening procedure, which is reviewed and updated 
periodically. Changes to the procedure are approved by authorized personnel. 

Password Policy: 
The Logical Access Control Policy includes guidelines for password management, which are enforced 
on production application servers and databases via PAM. Password policies ensure compliance with 
defined security standards. 

Audit Policy: 
The Audit Policy is configured for production applications, servers, and databases in accordance with 
the Logical Access Control Policy. This ensures that access and activities are logged and auditable to 
maintain compliance with security standards. 
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Access Control Matrix: 
The Access Control Matrix is maintained and version-controlled by authorized person for each 
application. It defines the access privileges for authorized personnel who have access to production 
environments. 

Asset Management: 
Asset management procedures are defined in the policy. This includes classifying and handling 
information assets, accepting ownership, managing disclosure, and overseeing the disposal of 
assets. 

3.8.6. Manage Facilities 
Physical access to IBS facilities is restricted and controlled to ensure that only authorized individuals 
are granted entry. Access is granted to associates upon HR notification and the provision of access 
cards and employee ID cards. Physical access is revoked for departing associates based on HR 
notification. 

Visitor Access: 
Visitors to IBS facilities are required to provide their details and will be accompanied by an 
authorized associate. 

Facilities Management, Business Continuity & Disaster Recovery: 
IBS has documented plans for Business Continuity and Disaster Recovery, reviewed annually, to 
ensure operational resilience during disruptions. These plans include defined objectives for recovery 
time and data restoration, with regular testing to validate their effectiveness. 

Preventive Maintenance: 
IBS ensures the proper functioning of critical safety equipment, such as smoke detectors, sprinklers, 
air conditioning systems, UPS, and backup generators. Preventive maintenance is performed to 
ensure these systems are operational and ready for use in emergencies. 

Surveillance & Security: 
IBS facilities are monitored by CCTV surveillance cameras in key areas to ensure the security of entry 
and exit points. Access to the facilities is periodically reviewed to maintain accurate access records 
and address any discrepancies promptly. 

3.8.7. Manage Human Resources 

IBS has defined procedures for addressing security requirements in job descriptions and 
employment contracts. All associates are required to sign confidentiality agreements and offer 
letters before joining. Job descriptions outlining roles and responsibilities are reviewed and 
published after verification. 

Background Verification: 
Background verification is conducted for new associates before joining, covering criminal records, 
previous employment, education, references, and address checks. Any discrepancies identified are 
reviewed and appropriate actions taken. 

Onboarding, Transfers & Separation: 
New associates undergo mandatory onboarding procedures, including background verification and 
training. Associates transferring within IBS or leaving the organization are required to complete 
departmental clearance and exit discussions with HR, which are documented for tracking. 

Disciplinary Actions:  
Information security violations are identified through monitoring tools or reported incidents. Any 
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violation triggers an investigation by authorized personnel. Disciplinary action is taken based on 
predefined procedures, and violation details are tracked and maintained for review. 

Training & Awareness: 
Associates receive mandatory training on security, confidentiality, and privacy concepts as per 
policy. Ongoing training and awareness activities are conducted through induction programs, 
awareness emails, and broadcasts to ensure associates are informed of policies and security 
responsibilities. 

Performance Reviews: 
A periodic performance review process is conducted periodically, with defined performance 
parameters and feedback discussions. Performance results are documented and tracked for 
continuous improvement. 

3.8.8. Manage Third Party Vendors 

Vendor Agreements:  
Service and non-disclosure agreements are established with third-party vendors, outlining 
responsibilities and security requirements. 

Vendor Performance Review:  
The performance of third-party vendors is regularly evaluated based on predefined guidelines. 
Evaluation results are documented and reviewed. 

Service Assessment:  
Annual service assessment reports are obtained and reviewed to ensure service compliance and 
effectiveness. 

Incident Management:  
Any security or privacy incidents reported by third-party vendors are recorded, analyzed, and 
addressed in a timely manner. 

3.8.9. Corporate Governance 
The Board of Directors, including independent members, is responsible for reviewing and approving 
governance structures, committee charters, and internal controls. The board meets regularly to 
assess performance and risks. 

Data Privacy: 
The authorized personnel oversee the compliance of data privacy policies, investigates privacy 
incidents, and ensures timely resolution. Requests related to personal information, access or 
modification are addressed. In case of a data breach, appropriate actions are taken as per 
established procedures. 

Internal Audits & Ethics: 
The internal audit team conducts regular audits to assess compliance with internal policies and 
procedures, reporting findings to the audit committee. IBS also maintains a Code of Conduct and 
Ethics Policy, ensuring adherence to ethical standards and addressing violations through corrective 
actions. 

Authority Matrix: 
An Authority Matrix is established and approved by the Board, defining roles and responsibilities 
across the organization. This matrix is accessible to all associates to ensure clear delegation of 
authority and accountability. 
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Security & Incident Management: 
Security incidents are tracked, investigated, and resolved in a timely manner. Regular reviews of 
information security management are conducted to ensure ongoing compliance with security 
policies. 

Whistleblower Policy:  
A whistleblower policy is in place for associates and external parties, ensuring anonymous reporting 
of violations and appropriate corrective actions. 

Reporting & Transparency:  
Annual reports covering financials, governance, risk management, and other key areas are prepared 
and reviewed by external auditors to ensure transparency and regulatory compliance. 

3.9. Annexure I: IBS’ Brands & related applications in scope 

As specified below, IBS’ applications are categorized under various Brands that are related to specific 
areas of services provided by IBS.  

IBS Brand Area of Service Related Application 

iFlight Flight operations management 
iFlight 

iFlightMRO 

iCargo Airline cargo management 
iCargo 

Freight and Logistics Solution (FLS) 

iFly 
Airline reservation, staff 
management & loyalty program 
management 

iFlyRes 

iFlyStaff 

iFlyLoyalty 

iTravel Cruise Management iTravel 

iLogistics Logistics Management iLogistics 

iStay Hotel Management iHospitality 

(Space intentionally left blank) 
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Section 4. Principal Service 
Commitments and System 
Requirements 
IBS designs its processes and procedures related to Application and Infrastructure Support / Maintenance 
services for applications under IBS' Brands and related applications as specified in Annexure I and related 
General Information Technology Controls ("GITCS"), relevant to security, availability, confidentiality, 
processing integrity and privacy ('applicable trust service criteria' or 'applicable criteria'), for services provided 
to its customers from following IBS' Offshore Development Centers ("ODCs") located at Thiruvananthapuram, 
Cochin, Bangalore and Chennai in India throughout the period January 01, 2024 to September 30, 2024 to 
meet its objectives for its services. Those objectives are based on the service commitments that IBS makes to 
its customers, business partners and vendors and the operational and compliance requirements that IBS has 
established for the services. Service commitments are declarations made by the management to its customers 
regarding the performance of IBS’ system. Service commitments are set forth in standardized contracts, service 
level agreements, and in the description of the service offered provided online and include the following:  

• Security: IBS has made commitments related to protecting user data from unauthorized access and use.
These commitments are addressed through measures including data encryption, authentication
mechanisms, access controls, physical security, and other relevant security controls.

• Availability: IBS has made commitments related to keeping service continuity without disruptions. These
commitments are addressed through measures including performance monitoring, regular data backups
and recovery controls.

• Confidentiality: IBS has made commitments related to maintaining the confidentiality of user data. These
are addressed through security controls including encryption mechanisms in transferring and storing
users’ important data.

• Processing Integrity: IBS has made commitments related to processing user data completely, accurately
and timely. These commitments are addressed through measures including secured system development
and production environments, approval of system changes and other relevant controls.

• Privacy: IBS has made commitments related to protecting personal information. These commitments are
addressed through controls relating to collecting, storing, using, entrusting, and disposing of personal
information in accordance with relevant laws and regulations and its Privacy Policy.

IBS has established relevant operational and compliance requirements that support the achievement of service 
commitments, relevant laws and regulations, and other system requirements. Such requirements are 
communicated in IBS’ system policies and procedures, system design documentation, and contracts with 
customers. Information security policies define an organization-wide approach to how information is protected. 
IBS’ service commitments and system requirements were achieved based on the trust services criteria relevant 
to security and availability. 
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IBS system is designed based on a shared responsibility model where both IBS and the user entities are 
responsible for aspects of security, availability, confidentiality, processing integrity and privacy. Details of the 
responsibilities of user entities can be found in the customer contracts. 

(End of Report) 
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This material has been prepared by Deloitte Haskins & Sells LLP (“DHS LLP”) on a specific 
request from you and contains proprietary and confidential information. This material may 
contain information sourced from publicly available information or other third-party 
sources. DHS LLP does not independently verify any such sources and is not responsible for 
any loss whatsoever caused due to reliance placed on information sourced from such 
sources. The information contained in this material is intended solely for you. Any 
disclosure copy or further distribution of this material or the contents thereof is strictly 
prohibited. 

Nothing in this material creates any contractual relationship between DHS LLP and you. Any 
mutually binding legal obligations or rights may only be created between you and DHS LLP 
upon execution of a legally binding contract. By using this material and any information 
contained in it, the user accepts this entire notice and terms of use. 

©2025 Deloitte Haskins & Sells LLP. 
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